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<010> Study Area Code 371534
<015> Study Area Name COZAD TEL CO
<020> Program Year 2017

<030> Contact Name: Person USAC should contact

with questions about this data Marcus Young

<035> Contact Telephone Number: 3087844044 ext.
Number ot the person identified in data line <030>

<039> Contact Email Address:
Email ot the person identitied in data line <030> myoung . ctc@cozadtel.net

Form Type 54,313 and 54.422
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Page 5

<010>  Study Area Code . 371534

<015>  Study Area Name cozap TEL CO

<020>  Program Year 2019

<030> Contact Name - Person USAC should contact regarding this data

Marcus Young

Contact Telephone Number - Number of person identified in data line

<O3S> <030> 3087844044 ext. '
<039> Contact Email Address - Email Address of person identified in data line  wyoung. ctcacozadter . net
<030>

Select from the drop-down list to indicate how you would like to report

<4005 voice complaints (zero or greater) for voice telephony service in the prior  offered both fixed and mobile voice
calendar year for each service area in which you are designated an ETC for
any facilities you own, operate, lease, or otherwise utilize.

<410>  Complaints per 1000 customers for fixed voice 0.0

<420>  Complaints per 1000 customers for mobile voice 0.0

Select from the drop-down list to indicate how you would like to report
end-user customer complaints {zero or greater) for broadband servicein  Offered both fixed and mobile broadband

<430>

the prior calendar year for each service area in which you are designated

an ETC for any facilities you own, operate, lease, or otherwise utilize.
<440>  complaints per 1000 customers for fixed broadband 0.0
<450>  Complaints per 1000 customers for mobile broadband 0.0
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Page 6

<010> _Study Area Code 371534

<015> _Study Area Name COZAD TEL CO
<020> _Program Year 2017

<030> _ Contact Name - Person USAC should contact regarding this data Marcus Young

<035> _Contact Telephone Number - Number of person identified in data ine <030> 2087844084 ext-
<039>  Contact Email Address - Emall Address of person identified in data line <030>  myoung.ctcecozadtel .net

<500> Certify compliance with applicable service quality standards and consumer protection rules Yes

371534ne510.pdf
<510> Descriptive document for Service Quality Standards & Consumer Protection Rules Compliance
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<010>  Study Area Code 371534

<015>  Study Area Name COZAD TEL_CO

<020>  Program Year 2017

<030> Contact Name - Person USAC should contact regarding this data Marcus Young

<035>  Contact Telephone Number - Number of person identified in data line <030> 3087844044 ext.

<039> Contact Email Address - Email Address of person identified in data line <030>  myoung.ctcecozadtel.net
<600> Certify compliance regarding ability to function in emergency situations Yes

<610> Descriptive d for Functionality in Ei 371534ne610.pdf
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Page 17

<010> Study Area Code 371534

<015> Study Area Name COZAD TEL CO

<020> Program Year 2017

<030> Contact Name - Person USAC should contact regarding this data Marcus Young

<035> Contact Teleph Number - N of person identified in data line <030> 3087844044 ext.

<039> Contact Email Address - Email Address of person identified in data line <030> myoung. ¢ tcecozadtel.net

Complete the items below to note compliance with five year service quality plan (pursuant to 47 CFR § 54.202(a)) and, for privately held carriers, ensuring
compliance with the financial reporting requirements set forth in 47 CFR § 54.313(f}(2). | further certify that the information reported on this form and in
the documents attached below is accurate.

(3009)

(3010A)
(30108)
(30124)
(30128)

(3013)

(3014)

(3015)

(3016)

(3017)

(3018)

(3019)

' (3020)

(3021)

(3022)

(3023)
(3024)
(3025)

(3026)

Progress Report on 5 Year Plan
Carrier certifies to 54.313(f)(1)(iii)

Milestone Certification {47 CFR § 54.313{f}{1){i)}

Please Provide Attachment
Information

Community Anchor Institutions {47 CFR §

54.313(f)(1)(ii}}

Please Provide Attachment

information
Is your company a Privately Held ROR Carrier {47 CFR (Yes/No)
§54.313(f)(2)}
If yes, does your company file the RUS annual report (Yes/No)

Please check these boxes to confirm that the
attached PDF, on line 3017, contains the required
information pursuant to § 54.313(f){2) compliance
requires:

Electronic copy of their annual RUS reports
{Operating Report for Telecommunications
Borrowers)

Document(s} with Balance Sheet, income Statement
and Statement of Cash Flows

If the response is yes on line 3014, attach your

Name of Attached Document Listing Required
No - No New Community Anchors

Name of Attached Document Listing Required

Name of Attached Document Listing Required

Yes - Attach Certification

371534ne3010.pdf

® O
o ®

1]
]

company's RUS annual report and all required tnformation
documentation
if the response is no on line 3014, is your company {Yes/No) O @

audited?

If the response is yes on line 3018, please check the
boxes below to confirm your submission on line
3026 pursuant to § 54.313(f){2), contains:

Either a copy of their audited financial statement; or
(2) a financial report in a format comparable to RUS
Operating Report for Telecommunications Borrowers
Document(s) for Balance Sheet, Income Statement
and Statement of Cash Flows

Management letter and/or audit opinion issued by
the independent certified public accountant that
performed the company’s financial audit.

If the response is no on line 3018, please check the
boxes below to confirm your submission on line
3026 pursuant to § 54.313(f)(2), contains:

Copy of their financial statement which has been
subject to review by an independent certified public
accountant; or 2} a financial report in a format
comparable to RUS Operating Report for
Telecommunications Borrowers

Underlying information subjected to a review by an
independent certified public accountant

Underlying information subjected to an officer
certification.

Document(s) for Balance Sheet, Income Statement
and Statement of Cash Flows

Attach the worksheet listing required information
Information

Name of Attached Document Listing Required

J oUud

371534ne3026.pdf
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Page 19

<010> Study Area Code 371534

<015> Study Area Name COZAD TEL €O

<020> Program Year 2017

<030> Contact Name - Person USAC should contact regarding this data Marcus Young

<035> Contact Telephone Number - Number of person identified in data line <030> 0FTERA0AL e
<039> Contact Email Address - Email Address of person identified in data line <030>  myoung.ctcacozadtel net

4005 Rural Broadband Experiment

Authorized Rural Broadband Experiment (RBE) recipients must address the certification for public interest obligations, provide a list of newly served
community anchor institutions, and provide a list of locations where broadband has been deployed.

Public Interest Obligations — FCC 14-98 (paragraphs 26-29, 78)
Please address Line 4001 regarding compliance with the Commission’s public interest obligations. All RBE participants must provide a response to Line 4001,

4001. Recipient certifies that it is offering broadband to the identified locations meeting the requisite public
interest obligations consistent with the category for which they were selected, including broadband speed,
latency, usage capacity, and rates that are reasonably comparable to rates for comparable offerings in urban
areas?

Community Anchor Institutions ~ FCC 14-98 (paragraph 79)

4003a. RBE participants must provide the number, names, and addresses of community anchor institutions to,
which they newly deployed broadband service in the preceding calendar year. On this line, please respond
(yes — attach new community anchors, no — no new anchors) to indicate whether this list will be provided.

If yes to 4003A, please provide a response for 4003B.

4003b. Provide the number, names and addresses Name of Attached Document Listing Required information
of community anchor institutions to which the

recipient newly began providing access to

broadband service in the preceding calendar year.

Broadband Deployment Locations — FCC 14-98 (paragraph 80)

4004a. Attach a list of geocoded locations to

which broadband has been deployed as of the

June 1st immediately preceding the july 1st filing ~ Name of Attached Document Listing Required information
deadline for the FCC Form 481.

4004b. Attach evidence demonstrating that the

recipient is meeting the relevant public service

obligations for the identified lacations. Materials

must at least detail the pricing, offered broadband Name of Attached Document Listing Required Information
speed and data usage allowances available in the

relevant geographic area.
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Page 20

<010> Study Area Code 371534

<015>  Study Area Name COZAD TEL CO
<020> Program Year 2017

<030> Contact Name - Person USAC should contact regarding this data Marcus Young

<035> Contact Telephone Number - Number of person identified in data line <030> 3087844044 ext.

<039> Contact Email Address - Email Address of person identified in data line <030> myoung.ctc@cozadtel .net

TO BE COMPLETED BY THE REPORTING CARRIER, IF THE REPORTING CARRIER IS FILING ANNUAL REPORTING ON ITS OWN BEHALF:

Certification of Officer as to the Accuracy of the Data Reported for the Annual Reporting for CAF or LI Recipients

§t certify that 1 am an officer of the reporting carrier; my responsibilities include ensuring the accuracy of the annual reporting requirements for universal service support
recipients; and, to the best of my ledge, the information reported on this form and in any attachments is accurate.

EName of Reporting Carrier; COZAD TEL CO

Signature of Authorized Officer: Date

Eprinted name of Authorized Officer:

Title or position of Authorized Officer:

Telephone number of Authorized Officer:

Study Area Code of Reporting Carrier: 371534 Filing Due Date for this form: 07/01/2016

Persons willfully making false statements on this form can be punished by fine or forfeiture under the Communications Act of 1934, 47 U.5.C. §§ 502, 503(b), or fine or imprisonment
under Title 18 of the United States Code, 18 U.S.C. § 1001,
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<010>  Study Area Code 371534

<015> Study Area Name COZAD TEL CO
<020> Program Year 2017

<030> Contact Name - Person USAC shouid contact regarding this data Marcus Young

<035> Contact Telephone Number - Number of person identified in data line <030> 3087844044 ext.

<039> Contact Email Address - Email Address of person identified in data line <030> __Wyoung. ctc@cozadtel .net

TO BE COMPLETED BY THE REPORTING CARRIER, IF AN AGENT IS FILING ANNUAL REPORTS ON THE CARRIER'S BEHALF:

Certification of Officer to Authorize an Agent to File Annual Reports for CAF or LI Recipients on Behalf of Reporting Carrier

i certify that (Name of Agent), is authorized to submit the information reported on behalf of the reporting carrier. |
also certify that | am an officer of the reporting carrier; my responsibilities include ensuring the accuracy of the annual data reporting requirements provided to the authorized
agent; and, to the best of my knowledge, the reports and data provided to the authorized agent is accurate.

EName of Authorized Agent:

lName of Reporting Carrier:
Signature of Authorized Officer: Date:

Printed name of Authorized Officer:

iTitle or position of Authorized Officer:

Telephone number of Authorized Officer:

Study Area Code of Reporting Carrier: Filing Due Date for this form:

Persons willfully making false statements on this form can be punished by fine or forfeiture under the Communications Act of 1934, 47 U.S.C. §§ 502, 503(b), or fine or imprisonment
under Title 18 of the United States Code, 18 U.5.C. § 1001.

TO BE COMPLETED BY THE AUTHORIZED AGENT:

Certification of Agent Authorized to File Annual Reports for CAF or LI Recipients on Behalf of Reporting Carrier

11, as agent for the reporting carrier, certify that | am authorized to submit the annual reports for universal service support recipients on behalf of the reporting carrier; | have provided
the data reported herein based on data provided by the reporting carrier; and, to the best of my knowledge, the information reported herein is accurate.

Name of Reporting Carrier:

Name of Authorized Agent Firm:

Signature of Authorized Agent or Employee of Agent: Date:

Name of Authorized Agent Employee:

Title or position of Authorized Agent or Employee of Agent

Telephone number of Authorized Agent or Employee of Agent:

Study Area Code of Reporting Carrier: Filing Due Date for this form:

Persons willfully making false statements on this form can be punished by fine or forfeiture under the Communications Act of 1934, 47 U.S.C. §§ 502, 503(b), or fine or imprisonment under Title
18 of the United States Code, 18 U.S.C. § 1001. :
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Title 47 §54.313(a)(1) Progress Report Due: July 1, 2016

Company Name: Cozad Telephone Company

Company Headquarters: __Cozad, Nebraska

Narrative

Pursuant to FCC USF/ICC Transformation Order, rate of return carriers were required to file five year

plans consistent with Title 47 Section 54.202(a)(1)(ii) in 2014 and are required to file annual progress

reports thereafter consistent with Title 47 Section 54.313(a)(1). Cozad Telephone Company’s service
area is the exchange of Cozad in Nebraska.

The annual progress reports should include (1) maps detailing progress towards meeting plan targets,
(2) an explanation of how much universal service support was received and (3) how it was used to
improve service quality, coverage, or capacity, and (4) an explanation regarding any network
improvement targets that have not been fulfilled in the prior calendar year

Mags
A detailed map-is included as progress towards plan goals were made in 2015.

Universal Service Support Received

In 2015, Cozad Telephone Company has received-High Cost Program universal support
funds from USAC. This universal service support received is broken out separately into-capital
expenses and-operating expenses based on rate base.

How Universal Service Support Was Used to Improve Service Quality, Coverage, or Capacity

As Universal Service Funds are allocated dependent on past plant investment, the primary planned use
of such funds is cost of money, capital recovery, income and property tax payments, and maintenance
in support of this previously constructed plant.

This past investment included deployment of Fiber-to-the-Premise (FTTP), bringing broadband service to
47 % of the Cozad Telephone Company town service area.

These projects improved service quality by provisioning new FTTP equipment for improved reliability
and performance. The FTTP connections result in less required maintenance to the customer.

These projects improved service coverage by allowing broadband connections to customers who
previously did not have access to high-speed broadband service.

These projects improved service capacity by increasing the throughput speed to customers served via
this technology.




Title 47 §54.313(a)(1) Progress Report Due: July 1, 2016

In addition to past investments in broadband plant, Cozad Telephone Company also has completed the
following specific improvements or upgrades in calendar year 2015 pursuant to the previously filed
5-year plan:

e Replacement of rectifier modules in rural nodes where reliability and performance were
affected. '

e Replacement of the central office DC power board, rectifiers and inverters for increased capacity
and improved reliability.

e Provisioned new Gigabit capable routers and switches that support up to 10 Gigabits of capacity.

e Retirement of the TDM central office switch placing all customers onto the next generation soft
switch.

e FTTP deployment to remainder of town customers.

These projects improved service quality by provisioning new DC power, broadband service and
switching equipment for improved reliability and performance.

These projects improved service coverage by provisioning new central office equipment that affects
all customers in the CTC exchange and FTTP service to all town customers.

These projects improved service capacity by providing expanded throughput speed to customers
using broadband services.

For the amount of Universal Support Received stated above, please note that many of the dollars spent
would apply to multiple categories so the sum of the categorized dollars below may likely exceed the
amount shown above. For example, one project may improve both service quality and coverage and
therefore would be included in both categorizations.

The amount of support used to improve service quality was—
The amount of support used to improve service coverage wa—

The amount of support used to improve service capacity was—

Explanation Regarding Any Network Improvement Targets Not Fulfilled in the Prior Calendar

Year

Cozad Telephone Company succeeded in meeting all of the prior year’s targets.




9L -$Z-¢ 3iva | ADOIHY
QAN | NV NAVHG
WASVSEAN o

18043y  INIW3AOUNI
ALTVYND 30IAN3S

69S 3N
ANVANOOD 3NOHJ3ITIL QvZOJ




FCC Form 481 - Line 510

Cozad Telephone Company
122 E. 7th
Cozad, Nebraska 69130

Accompanying Statement

Cozad Telephone Company (“Company™) maintains the following operating procedures to ¢nsure
compliance with the rules set forth in 47 C.F.R. Part 64, Subpart U:

Section 64.2005 Use of customer proprietary network information without customer
approval,

(a) Any telecommunications carrier may use, disclose, or permit access to CPNI for the purpose of
providing or marketing service offerings among the categories of service (i.e., local, interexchange, and
CMRS) to which the customer already subscribes from the same carrier, without customer approval.

(1) If a telecommunications carrier provides different categories of service, and a customer
subscribes to more than one category of service offered by the carrier, the carrier is permitted to share
CPNI among the carrier’s affiliated entities that provide a service offering to the customer,

(2) If a telecommunications carrier provides different categories of service, but a customer does
not subscribe to more than one offering by the carrier, the carrier is not permitted to share CPNI with its
affiliates, except as provided in §64.2007(b).

(b) A telecommunications carrier may not use, disclose, or permit access to CPNI to market to a
customer service offerings that are within a category of service to which the subscriber does not already
subscribe from that carrier, unless that carrier has customer approval to do so, except as described in
paragraph(c) of this section.

(1} A wireless provider may use, disclose, or permit access to CPNI derived from its provision of
CMRS, without customer approval, for the provision of CPE and information service(s). A wireline carrier
may use, disclose or permit access to CPNI derived from its provision of local exchange service or
interexchange service, without customer approval, for the provision of CPE and call answering, voice mail
or messaging, voice storage and retrieval services, fax store and forward, and protocol conversion.

(2) A telecommunications carrier may not use, disclose, or permit access to CPNJ to identify or
track customers that call competing service providers. For example, a local exchange carrier may not use
local service CPNI to track all customers that call local service competitors.

(¢c) A telecommunications carrier may use, disclose, or permit access to CPNI, without customer
approval, as described in this paragraph (c).

(1) A telecommunications carrier may use, disclose, or permit access to CPNI, without customer
approval, in its provision of inside wiring installation, maintenance, and repair services.

(2) CMRS providers may use, disclose, or permit access to CPNI for the purpose of conducting
research on the health effects of CMRS,

(3) LECs, CMRS providers, and interconnected VolP providers may use CPNI, without customer
approval, to market services formerly known as adjunct-to-basic services, such as, but not limited to, speed




dialing, computer-provided directory assistance, call monitoring, call tracing, call blocking, call return,
repeat dialing, call tracking, call waiting, caller 1.D., call forwarding, and certain Centrex features.

(d) A telecommunications carrier may use, disclose, or permit access to CPNI to protect the rights
or property of the carrier, or to protect users of those services and other carriers from fraudulent, abusive, or
unlawful use of] or subscription to, such services.

The Company has adopted specific CPNI policies to ensure that, in the absence of customer approval,
CPNI is only used by the Company fo provide or market service offerings among the categories of
service (ie., local, interexchange, and CMRS) to which the customer already subscribes. The
Company's CPNI policies prohibit the sharing of CPNI with affiliated companies, except as permitted
under Rule 64.2005(a)(1) or with customer approval pursuant 1o Rule 64.2007(b). The only exceptions
to these policies are as permitted under 47 U.S.C. § 222(d) and Rule 64.2005.

Section 64.2007 Approval required for use of customer proprietary network information.

(@) A telecommunications carrier may obtain approval through written, oral or electronic
methods.

(1) A telecommunications carrier relying on oral approval shall bear the burden of demonstrating
that such approval has been given in compliance with the Commission’s rules in this part.

(2) Approval or disapproval to use, disclose, or permit access 1o a customer’s CPNI obtained by a
telecommunications carrier must remain in effect until the customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval, whether oral, written or
electronic, for at Jeast one year.

In all circumstances where customer approval is required to use, disclose or permit access to CPNI, the
Company's CPNI policies require that the Company obtain customer approval through written, oral or
electronic methods in compliance with Rule 64.2007. A customer’s approval or disapproval remains in
effect until the customer revokes or limits the approval or disapproval. The Company maintains records
of customer approval (whether written, oral or electronic) for a minimum of one yeqr.

(by Use of Opt-Out and Opi-In Approval Processes. A telecommunications carrier may, subject
to opt-out approval or opt-in approval, use its customer’s individually identifiable CPNI for the purpose of
marketing communications-related services to that customer. A telecommunications carrier may, subject to
opt-out approval or opt-in approval, disclose its customer’s individually identifiable CPNI, for the purpose
of marketing communications-related services to that customer, to its agents and its affiliates that provide
communications-related services. A telecommunications carrier may also permit such person or entities to
obtain access to such CPNI for such purposes. Except for use and disclosure of CPNI that is permitted
without customer approval under section §64.2005, or that is described in this paragraph, or as otherwise
provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carrier
may only use, disclose, or permit access to its customer’s individually identifiable CPNI subject to opt-in
approval.

The Company does not use CPNI for any purpose (including marketing communications-related
services) and dves not disclose or grant access to CPNI to any party (including to agents or affiliates that
provide communications-related services), except as permitted under 47 US.C. § 222(d) and Rule
64.2005.

Section 64.2008 Notice required for use of customer proprietary network information.




(a) . Notification, Generally. (1) Prior to any solicitation for customer approval, a
telecommunications carrier must provide notification to the customer of the customer’s right to restrict use
of, disclose of, and access to that customer’s CPN1L

(2) A telecommunications carrier must maintain records of notification, whether oral, written or
electronic, for at least one year,

(b) Individual notice to customers must be provided when soliciting approval fo use, disclose, or
permit access to customers’ CPNL

(c) Content of Notice. Customer notification must provide sufficient information to enable the
customer to make an informed decision as to whether to permit a carrier to use, disclose, or permit access
to, the customer’s CPNL

(1) The notification must state that the customer has a right, and the carrier has a duty, under
federal law, to protect the confidentiality of CPNL

(2) The notification must specify the types of information that constitute CPNI and the specific
entities that will receive the CPNI, describe the purposes for which CPNI will be used, and inform the
custorner of his or her right to disapprove those uses, and deny or withdraw access to CPNI at any time.

(3) The notification must advise the customer of the precise steps the customer must take in order
to grant or deny access to CPNI, and must clearly state that a denial of approval will not affect the
provision of any services to which the customer subscribes. However, carriers may provide a brief
statement, in a clear and neutral language, describing consequences directly resulting from the lack of
access to CPNL

(4) The notification must be comprehensible and must not be misleading.

(5) If written notification is provided, the notice must be clearly legible, use sufficiently large
type, and be placed in an area so as to be readily apparent to a customer.

(6) If any portion of a notification is translated into another language, then all portions of the
notification must be translated into that language.

(7) A carrier may state in the notification that the customer’s approval to use CPNI may enhance
the carrier’s ability to offer products and services tailored to the customer’s needs. A carrier also may state
in the notification that it may be compelled to disclose CPNI to any person upon affirmative written request
by the customer.

(8) A carrier may not include in the notification any statement attempting (o encourage a customer
to freeze third-party access to CPNL

(9) The notification must state that any approval, or denial of approval for the use of CPNI
outside of the service to which the customer already subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or denial.

(10) A telecommunications carrier’s solicitation for approval must be proximate to the
notification of a customer’s CPNI rights.

The Company’s CPNI policies require that customers be notified of their rights, and the Compuny's
obligations, with respect to CPNI prior to any solicitation for customer approval. All required customer
notices (whether written, oral or electronic) comply with the requirements of Rule 64.2008. The
Company maintains records of all required customer notices (whether written, oral or electronic) for a
minimum of one year.




(d) Notice Requirements Specific to Opt-Out. A telecommunications carrier must provide
notification to obtain opt-out approval through electronic or written methods, but not by oral
communication (except as provided in paragraph (f) of this section). The contents of any such notification
must comply with the requirements of paragraph (c) of this section.

(1) Carriers must wait a 30-day minimum period of time after giving customers notice and an
opportunity to opt-out before assuming customer approval fo use, disclose, or permit access to CPNL A
carrier may, in its discretion, provide for a longer period. Carriers must notify customers as to the
applicable waiting period for a response before approval is assumed.

(i) In the case of an electronic form of notification, the waiting period shall begin to run from the
date on which the notification was sent; and

(i) In the case of notification by mail, the waiting period shall begin to run on the third day
following the date that the notification was mailed.

(2) Carriers using the opt-out mechanism must provide notices to their customers every two
years.

(3) Telecommunications carriers that use e-mail to provide opt-out notices must comply with the
following requirements in addition to the requirements generally applicable to notification:

(i) Carriers must obtain express, verifiable, prior approval from consumers to send notices via e~
mail regarding their service in general, or CPNI in particular;

(i) Carriers must allow customers to reply directly to e-mails containing CPNI notices in order to
apt-out;

(i) Opt-out e-mail notices that are returned to the carrier as undeliverable must be sent to the
customer in another form before carriers may consider the customer to have received notice;

(iv) Carriers that use e-mail to send CPNI notices must ensure that the subject line of the message
clearly and accurately identifies the subject matter of the e-mail; and

(v) Telecommunications carriers must make available to every customer a method to opt-out that
is of no additional cost to the customer and that is available 24 hours a day, seven days a week, Carriers
may satisfy this requirement through a combination of methods, so long as all customers have the ability to
opt-out at no cost and are able to effectuate that choice whenever they choose.

The Company does not currently solicit "opt out" customer approval for the use or disclosure of CPNI.
The Company does not use CPNI for any purpose (including marketing communications-related
services) and does not disclose or grant access to CPNI to any party (including to agents or affiliates that
provide communications-related services), except as permitted under 47 US.C. § 222(d) and Rule
64.2005.

(e) Notice Requirements Specific to Opt-In. A telecommunications carrier may provide
notification to obtain opt-in approval through oral, written, or electronic methods. The contents of any such
notification must comply with the requirements of paragraph () of this section.

The Company does not currently solicit "opt in" customer approval for the use or disclosure of CPNL
The Company does not use, disclose or grant access to CPNI for any purpose, (o any pary or in any
manner that would require a customer's "opt in" approval under the Commission's CPNI Rules.

(f) Notice Requirements Specific to One-Time Use of CPNI. (1) Carriers may use oral notice to
obtain limited, one-time use of CPNI for inbound and outbound customer telephone contacts for the




duration of the call, regardless of whether carriers use opt-out or opt-in approval based on the nature of the
contact.

(2} The contents of any such notification must comply with the requirements of paragraph (¢) of
this section, except that telecommunications carriers may omit any of the following notice provisions if not
relevant to the limited use for which the carrier seeks CPNL

(i) Carriers need not advise customers that if they have opted-out previously, no action is needed
to maintain the opt-out election;

(ii) Carriers need not advise customers that they may share CPNI with their affiliates or third
parties and need not name those entities, if the limited CPNI usage will not result in use by, or disclosure
to, an affiliate or third party;

(iii) Carriers need not disclose the means by which a customer can deny or withdraw future access
to CPNI, so long as carriers explain to customers that the scope of the approval the carrier seeks is limited
to one-time use; and

(iv) Carriers may omit disclosure of the precise steps a customer must take in order to grant or
deny access to CPNI, as long as the carrier clearly communicates that the customer can deny access to his
CPNI for the call.

In instances where the Company seeks one-time customer approval for the use or disclosure of CPNI,
the Company obtains such approval in accordance with the disclosures, methods and requirements
contained in Rule 2008(f).

Section 64.2009 Safeguards required for use of customer proprietary network information.

(a) Telecommunications carriers must implement a system by which the status of a customer’s
CPNI approval can be clearly established prior to the use of CPNI.

The Company’s billing system allows authorized company personnel to easily determine the status of a
customer’s CPNI approval on the customer account screen prior to the use or disclosure of CPNI,

(b) Telecommunications carriers must train their personnel as to when they are and are not
authorized to use CPNI, and carriers must have an express disciplinary process in place.

The Company has established CPNI compliance policies that include employee training on restrictions
on the use and disclosure of CPNI and required safeguards to protect against unauthorized use or
disclosure of CPNI. Employees have signed that they understand the CPNI policies and a violation of
those policies will result in disciplinary action.

. {¢) All carriers shall maintain a record, electronically or in some other manner, of their own and
their affiliates’ sales and marketing campaigns that use their customers” CPNI. All carriers shall maintain a
record of all instances where CPNI was disclosed or provided to third parties, or where third parties were
allowed access to CPNI. The record must include a description of each campaign, the specific CPNI that
was used in the campaign, and what products and services were offered as a part of the campaign. Carriers
shall retain the record for a minimum of one year.

The Company’s CPNI policies require that all sales and marketing campaigns including those utilizing
CPNI be recorded and kept on file for at least one year, Records are also maintained for disclosure or
access to CPNI by third parties, The records include the required information listed in Rule 64.2009(c).

(d} Telecommunications carriers must establish a supervisory review process regarding carrier
compliance with the rules in this subpart for out-bound marketing situations and maintain records of carrier




compliance for a minimum period of one year. Specifically, sales personnel must obtain supervisory
approval of any proposed out-bound marketing request for customer approval.

The Company’s CPNI policies require employees 1o obtain approval from the Company’s CPNI
Compliance Officer for all marketing campaigns, including those utilizing CPNI, prior to initiating the
campaign. Record of the marketing campaigns, along with the appropriate supervisory approval is
maintained for at least one year.

(e) A telecommunications carrier must have an officer, as an agent of the carrier, sign and file
with the Commission a compliance certificate on an annual basis. The officer must state in the certification
that he or she has personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the rules in this subpart. The carrier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with the rules in this subpart. In addition, the carrier must include an explanation of any
actions taken against data brokers and a summary of all customer complaints received in the past year
concerning the unauthorized release of CPNI. This filing must be made annually with the Enforcement
Bureau on of before March 1 in EB Docket No, 06-36, for data pertaining to the previous calendar year.

The required officer certification, actions taken against data brokers and summary of customer
complaint documents are included with this accompanying statement. The Company will file these
documents or an annual basis on or before March 1 for data pertaining to the previous calendar year.

(f) Carriers must provide written notice within five business days to the Commission of any
instance where the opt-out mechanisms do not work properly, to such a degree that consumers’ inability 1o
opt-out is more than an anomaly.

(1) The notice shall be in the form of a letter, and shall include the carrier’s name, a description of
the opt-out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it will be/was
implemented, whether the relevant state commission(s) has been notified and whether it has taken any
action, a copy of the notice provided to customers, and contact information.

(2) Such notice must be submitted even if the carrier offers other methods by which consumers
may opt-out.

The Company does not currently selicit “opt out” customer approval for the use or disclosure of CPNL
Section 64,2010 Safeguards on the disclosure of customer proprietary network information.

(a) Safeguarding CPNI. Telecommunications carriers must take reasonable measures to discover
and protect against attempts to gain unauthorized access to CPNIL Telecommunications carriers must
properly authenticate a customer prior to disclosing CPNI based op customer-initiated telephone contact,
online accourt access, or an in-store visit.

The Company’s CPNI policies and employee training include reasonable measures 1o discover and
protect against activity that is indicative of pretexting and employees are instracted to nodfy the CPNI
Compliance Officer if any such activity is suspected.

(b) Telephone access to CPNI. Telecommunications carriers may only disclose call detail
information over the telephone, based on customer-initiated telephone contact, if the customer first

provides the carrier with a password, as described in paragraph (&) of this section, that is not prompted by
the carrier asking for readily available biographical information, or account information. If the customer
does not provide a password, the telecommunications carrier may only disclose call detail information by
sending it to the customer’s address of record, or, by calling the customer at the telephone number of

record. 1f the customer is able to provide call detail information to the telecommunications carrier during a




customer-initiated call without the telecommunications carrier’s assistance, then the telecommunications
carrier is permitted to discuss the call detail information provided by the customer.

The Company’s CPNI policies ensure that a customer is only able to access call detail information over
the telephone in one of the ways listed in Rule 64,2010(b). If the customer cannot remember their
password, they are prompted to answer a security question. Neither the password nor the securify
question are based on readily available biographical information or account information. Cusiomer
service representatives are nstructed to authenticate customers over the telephone in all instances except
in the case where the customer provides the call detail information without the assistance of the
Company.

(¢) Online access to CPNI, A telecommunications carrier must authenticate a customer without
the use of readily available biographical information, or account information, prior to allowing the
customer online access to CPNI related to a telecommunications service account. Once authenticated, the
customer may only obtain online access to CPNI related to a telecommunications service account through a
password, as described in paragraph (e) of this section, that is not prompted by the carrier askmg for readily
available biographical information, or account information,

The Company’s customers do not currently have access to their account online.

(dy In-Store access to CPNI. A telecommunications carrier may disclose CPNI to a customer
who, at a carrier’s retail location, first presents to the telecommunications carrier or its agent a valid photo
1 matching the customer’s account information.

The Company’s CPNI policies allow the Company te disclose call detail CPNI to the customer af a retail
location after presenting a valid photo ID that matches the customer’s account information.

(e) Establishment of a Password and Back-up Authentication Methods for Lost or Forgotten
Passwords. To establish a password, a telecommunications carrier must authenticate the customer without
the use of readily available biographical information, or account information. Telecommunications carriers
may create a back-up customer authentication method in the event of a Iost or forgotten password, but such
back-up customer authentication method may not prompt the customer for readily available biographical
information, or account information. If a customer cannot provide the correct password or the correct
response for the back-up customer authentication method, the customer must establish a new password as
described in this paragraph.

The Company’s CPNI policies allow for a few ways to establish a password, all of which ensure
compliance with the above paragraph. Each method alse allows the customer to establish a back-up or
security question in the event thar they forget their password, In no event does the Company use readily
available biographical information or account information as a back-up question or as a means to
establish a password or authenticate the customer.

() Notification of account changes. Telecommunications carriers must notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotien passwords, online account, or address of record is created or changed. This notification is not
required when the customer initiates service, including the selection of a password at service initiation.
This notification may be through a carrier-originated voicemail or text message to the telephone number of
record, or by mail to the address of record, and must not reveal the changed information or be sent to the
new account information.

The Company’s billing system automatically generates o notification when any of the fields listed in
Rule 64.2010(f) are created or chunged. The Company then immediately notifies the customer through
carrier-originated voicemail or text message to the telephone number of record, or by mail to the address
of record (never a new address) when required by Rule 64.2010(f). The content of the nofification
complies with the reguirements of Rule 64.2010(1).




(8)  Business Customer Exemption. Telecommunications carriers may bind themselves
contractually to authentication regimes other than those described in this section for services they provide
to their business customer that have both a dedicated account representative and a contract that specifically
addresses the carriers’ protection of CPNI,

The Company does not utilize the business customer exception at this time.

Section 64.2011 Notification of customer proprictary network information security
breaches.

(a) A telecommunications carrier shall notify law enforcement of a breach of its customers” CPNI
as provided in this section. The carrier shall not notify its customers or disclose the breach publicly,
whether voluntarily or under state or local law or these rules, until it has completed the process of notifying
law enforcement pursuant to paragraph (b).

(b) As soon as practicable, and in no event later than seven (7) business days, after reasonable
determination of the breach, the telecommunications carrier shall electronically notify the United States
Secret Service (USSS) and the Federal Bureau of Investigation (FBI) through a central reporting facility,
The Commission will maintain a link to the reporting facility at http://www.fce.gov/eb/cpni.

(1) Notwithstanding any state law to the contrary, the carrier shall not notify customers ot
disclose the breach to the public until 7 full business days have passed after notification to the USSS and
the FBI except as provided in paragraphs (2) and (3).

(2) If the carrier believes that there is an extraordinarily urgent need to notify any class of affected
custoimers sooner than otherwise allowed under paragraph (1), in order to avoid immediate and irreparable
harm, it shall so indicate in its notification and may proceed to immediately notify its affected customers
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agency’s request to minimize any adverse effects of such customer notification.

(3) If the relevant investigating agency determines that the public disclosure or notice to
customers would impede or compromise an ongoing or potential criminal investigation or national security,
such agency may direct the carrier not to so disclose or notify for an initial period of up to 30 days. Such
period may be extended by the agency as reasonable necessary in the judgment of the agency. If such
direction is given, the agency shall notify the carrier when it appears that public disclosure or notice to
affected customers will no longer impede or compromise a criminal investigation or national security. The
agency shall provide in writing its initial direction to the carrier, any subsequent extension, and any
notification that notice will no longer impede or compromise a criminal investigation or national security
and such writings shall be contemporaneously logged on the same reporting facility that contains records of
notifications filed by carriers.

(¢) Recordkeeping. All carriers shall maintain a record, electronically or in some other manner, of
any breaches discovered, notification made to the USSS and the FBI pursuant to paragraph (b), and
notification made to customers. The record must include, if available, dates of discovery and notification, a
detailed description of the CPNI that was the subject of the breach, and the circumstances of the breach.
Carriers shall retain the record for a minimum of 2 years.

The Company has policies and procedures in place to ensure compliance with Rule 64.2011. When it is
reasonably determined that a breach has occurred, the CPNI Compliance Officer will notify law
enforcement and its customer in the required timeframes. A record of the breach will be maintained for
a minimum of two years and will include all information required by Rule 64.2011.




FCC Form 481 - Line 610

COZAD TELEPHONE COMPANY
Telephone area code 308 - 784-4044 122 East 7th Street
COZAD, NEBRASKA
69130

Cozad Telephone Company Emergency Procedures

1.

)

Al ol e

N

Kohler Diesel Stand-By Generator with 560 gallon diesel fuel storage, power
monitoring, and automatic transfer switch.

Diverse fiber optic routes for rerouting of toll traffic in case of damage to one of
the fiber routes.

Taqua T7000 central office soft switch is fully, functionally non-blocking.

All traffic handling equipment is fully redundant.

Redundant E-911 trunks to PSAP located at County Sheriff office, Lexington.,
NE.

24 hour monitoring and alerting of all service affecting alarms.

24 hour, 365 day on-call personnel.
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FCC Form 481 — Line 3010

Cozad Telephone Company

Progress Report of 5 Year Plan — Milestone Certification

To be in compliance with the Milestone Certification of providing upon a reasonable request
broadband service at actual speeds of 10 Mbps downstream / 1 Mbps upstream:

e Cozad Telephone Company certifies that it has taken reasonable steps to provide upon
a reasonable request broadband service at actual speeds of 10 Mbps downstream / 1
Mbps upstream with latency suitable for real-time applications.

e The Company provides usage capacity that is reasonably comparable to comparable
offerings in urban areas.

e The Company certifies that requests for such service are met within a reasonable
amount of time.




FCC Form 481 - Line 3026
Cozad Telephone Company

Officer Certification of Financial Statements

I certify that | am an officer of the reporting carrier. | hereby certify that:

¢ Cozad Telephone Company is not audited in the ordinary course of business.
The reported data in the attached financial statements, along with the underlying information,
has been subjected to a review by an independent certified public accountant.
To the best of my knowledge and belief, the information reported is accurate.

/Zm {// b/30/z01e

Slg ature Date
Desus \{()\M\!(,. N, [ Tocnsuesn
Title

Name -




Redacted for Public Inspection
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